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CHAPTER 24

Socket Interface

In o cliene-server madel, two application Programs, one running on the focal System (a
clicnt for example) and the other running on the remote system (a server for example),
need o communicate with one another. To standurdize network prograniming, applica-
tion programming interfaces (APLs) have been developed. An APT iy o set of declara-
tons. definitions. and procedures followed by programmers to write client-server
programs. Among the more common APls dare the Socket Interface. the Transport Layer
futerface (TLD. the Stream Interfuce. the Thread laterface. and the Remaote Procedure
Call(RPC). The Sockat Interface, which iy very common today., is the implementation
we will discuss in this chapter,

The Socket Mnterface was developed as part of UNIX BSD. It is based on UN[X
and defines a set of system calls (procedures) that are an extension of system culls ysed
i UNIX o aceess files. This chapter shows the Fundamentals of Socket fnterface pro-
grammme though it by no means teachey Socket Intertace programming: there yre
whole books devared 1o this subject. Tnstead, we introduce the concept and idea. and.
mavhe. provide motivation for those readers who wan( to learn more.

I this chapter. we firse introduce some data types and functions used in networlk
programming. Then we deline sockery and introduce socket interface calls. Finally we
Live two pairs of examples of client-server programs.

241 SOME DEFINITIONS

fn this seetion. we introduce some data types and structures that are needed for writing
client-server programs, :

Data Types Defined

Figurs 241 lists thres Jdam tYpes used extensivelv in client-server programs. These are
u_char. u_short and u_long data rvpes.
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Figure 24.1  Duia npes

u_char Unsigned S-bit character
u_short Unsigned 16-bit integer
u_long Unsigned 32-bitinteger

[nternet Address Structure

An [Py address is defined as a structure (struct in C) called fn_addr, which containg
only one field called s_addr of type u_long. The structure holds an [P address as a 32-
hit hinary number. Figure 24.2 shows the structure and the corresponding declaration.

Figure 24.2  leriet address structive

s_addr
in_addr
struct  in_addr C i
: i
-

u_long s_addr,

Internet Socket Address Structure

The application programs that use the TCP/IP protocol suite need a structure culled 2 1
socket address, which mainly holds an [P address, u port number. and the pmlot.oi &
family. The structure is called sockaddr_in and has five fields: the first and the last ficld !
are normally not used, however. Figure 24.3 shows the structure and its declaration.

24.2 SOCKETS

The communication structure that we need in socket programming is 4 socket. A socket
acts as an end point. Two processes need a socket at each end 10 communicate Wi
each other. : )
A socket is defined in the operating system as a structure. Figure 2.4 4 shows asifr
plified version of a socket structure with five fields. These fields are listed below.
®  Family. This field derines the protocol group: [Pv4, [Pv6, UNIX domain f protoc?
and 30 on.

Is.
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Figure 243 Socker uddress strcrin
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struct  sockaddr_in

{
u_char sin_len ;
u_short sin_family
u_short sin_port .
struct in_addr st _addr -
char stir_zero [8] :
[N

Figuve 244 Socker strucrre
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Socket

B Type. This feld defines the type of socket: stream socket. datagram socket. or raw
socket. These are discussed in the next section.

B Protocol. This feld is usually set to zero for TCP and UDP,

B Local socket address. This feld derines the local socker address. a structure
of tvpe sockaddr_in, as defined previously.

®  Remote socket address. This field detines the remote socker address. a structure
of type sockaddr_in, which was defined previously,
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Socket Types

The socket interface defines three types of sockets: the stream socket. the dataery
socket. and the raw socket. AH three tvpes cun be used in a TCPAP environment 1see
Figure 2485y,

Figure 2453 Socker npes
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Stream Socket

A stream socket is designed o be used with a connection-oriented protocol such us
TCP. TCP uses a pair of stream sockets to connect one application program to another
across the Internet.

Datagram Saocket

. . . . . 3
A datagram socket is designed o be used with a connectionless protocol such as UDP
UDP uses a pair of datagram sockets to send a miessage [rom one application program
to another across the Internet.

Raw Socket

Some protocols such as ICMP or OSPF that directly use the services of [P use neithes
stream sockets nor datagram sockets. Raw sockets are designed for these types of appli-
cations.

24.3 BYTE ORDERING

ev store data in their internal iﬂﬁmonei

ddressed bvre by bure, A dora unit can span more than one by hov
i and 1 lonZ

oits) A

Memortes are a

ever, For example. in most compuiers. 4 short integer is two byvtes 16
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integer is Four byvies (32 biwsy, How atwo-byve shor mteger or g fou-byte Lo
15 stored in byvtes of memory defines the category of computer: big-endian or
endian.

Big-Endian Byte Order

A computer thar yses the big-endian S¥stem stores the mose signiticant byte ithe biv
end) of daty in the starting address of (he dati unit. For example. an 1P gddrosy such as
[0.23.14.6, when expressed as a 32-hig binary number Hong integer)
big-endian computer as shown i Figure 246,

|

MS byt .S hyvte
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-ean be stored iy i

Figure 24.6 Big-cndion hte ooy
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IBM mainframe CoOmputers as well gy compuiers based on Motoroly microproces-
sors are based on the bis

gendian system,
Little-Endian Byte Order

IFa computer uses the little-endian SYstem. it stores the leasr significant byte (the lirtle
end) of data in the starting address of (he duta unit. For example. an IP address such as
10.23.14.6. when expressed as a 32-hig binary number Hong integer). can be stored in a
little-endian computer as shown in Figure 24,7,

Figure 247 Little-cndian bvie ordp,
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DEC VAX computers and computers using Intel MIiCroprocessars are based on the

little-endian system.

Network Byte Order
Networking protocols can also choose their own hyte order. The TCP/IP protocol suite

hus chosen the hig-endian byte order.

The byte order lor the TCPAP protocol suite is big endian.

Byte-Order Transformation

To create portability n application programs, TCP/P soltware provides a set of func-
tions that transforms integers from & host byte order (big endian or fictle endian) to net-
work byte order (big endian). Four functions are designed for this purpose: htons.
htonl. ntohs. and ntohl (see Figure 24.38).

Figure 24.3 I}V\'/e‘mz/u/'l1‘(4/1.&;/‘?::'/11:1([(;11',"luu‘liunx
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The prototypes-are shown in Figure 24.9.

Ficure 249 Declarations for byvre-order transformation

=

i—
!
!
!

u_short htons ( y_short Nost_short 1.

: u_short ntohs (u_short network _short 3.

i

u_long hronl ¢+ u_long host_fong 3

u_tong atohl « u_leng nenwork_long v |
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btons. The Function htons (host to network short converts 4 16-hiy inreger
from host byte order to netwvork byte arder.
& htonl The funciion htont (hose to network longd converts g 32-hig integer
from host byte order to nenwork byte order.

& ntohs, The function nohs fnetwork to host short converts o Ta-hit tntever from
network byte order to host Dyvie order.
B utohl. The lunction ntohl ¢ tnetwork o host longy converts 4 32-hi mlwc [rom

network byte order to host byte order.

244 ADDRESS TRANSFORMATION

Netwark software provides functions o tansform an (P address front ASCH dotted
decimal format o 32-hit binary format and vice versa, Two of these functions are Jis-
cussed here: inet_aton and inel_ntou (see Figure 24.10).

Figure 2400 A dlrogy treensforiiion

i
/ 32-bit binury address

inet_nton inet_aton

L Dotted decimal address 1

The prototypes of transformation Functions are shown in Figure 241 1.

Figure 24.11 Declarations for tretitsformarion finciions

’ int inet_aton ( const char Estrper struct in_addr “aderpir ) !
|

char *inet_ntoa (tructin_addr inaddr ) : f

L !
® inet_aton. This function transforms an ASCIT string that contains up to four seg-

ments separated by dots to a 32-bit binar v address in network byvte order.

® inet_ntoa. This Function transforms 4 32-bit binary address in network byte
order to un ASCII string with four segments separated by dots,
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245 BYTE MANIPULATION FUNCTIONS

In network programming. we often nced initialize a field. copy the contents ol one
feld to another. or compare the contents of two Helds, We cannot use string functions
such as ytrepy o stremp beeause these functions assume that a feld is erminated with
aull character, which is not true in network prograniming, As o matler of fact, we mav
need W copy asequence of bytes fronone field to another that may contain a zera h“\:[L:_
The string functions interpret this zero as d terminator and stop at that point.

Several functions have been defined in the <string.h> header file for these hyie
manipulation purposes. We introduce the three most common: meinset, rentepy, and

mencmyp. Their prototypes are shown in Figure 24012,

figure 24,12 Declaration Jor byte-manipulation functions

void *memset ( void #dest , int chr intlen ), ¢
void *memepy ( void #dest . const void Fsre . int len y

int mememp ( const void #first . const void syecond | intlen )

a  Memset. This function sets a specilied number of bytes to a value. The first argu-
ment is a pointer to the destination, the feld he set. The second argument is the
value, and the third argument is the number of bytes. One can use the sizeol opera-
tor to fill the entire Aeld. For example, the following stores zeros in i field called

memset (&ex . 0 sizeot(x) )1 g

m  Memepy. This function copies the value of one feld to another, The first wgu-

ment is a pointer to the destination. The secand argument is a pointer to the source.

The third arzument is the number of bytes Lo be copied. For example. the following

copies the value of the ¥ field w the x field: '
memepy (&x , &y | sizeol(a )

a puinter 10

o argu-

the (wa

a  Mememp. This function compares two felds. The first argument is
the frst Held. The second argument is a pointer to the second field. The thit
ment is the number of bytes to be compured. This function returns 2ero if
felds are the same. [t returns a number less than zero if the frst feld is smaller
than the second. [t returns a number greater than zero if the Frst Held iy greatel
thun the second. For example. the following compares the first 10 bytes of fields ¥
and

mememp ( &x . &y . 10 )
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246 INFORMATION ABOUT REMOTE HOST

A process often needs information about a remote host. Several functions have been
designed to provide this information. We discuss one such function. catled verfrog-
bvname. This function iy actually accall to the DNS. The Function aceepts the domuain
name of the host and returns steuctured information catled losrent that is actually the
content of a resource record. The prototype of the function is given in Figure 24,13,
The hostmame iy the domain name of the host i the form xxx.yvy.zzz, The function
returns a pointer to the hostent structure,

Figure 24.13 Declaration for gethasthyuame

ﬁ;
struct hostent Fgethosthyname ¢ const char haostirame ) i

The struct hostent provides several picces of information. The first ficld is 4
pointer to the name of the host. The second tield is apotnter to an array of pointers with
each pointer pointing to an alias by which the host can be called. The third ficld is the
type of address (AF_INET in the lnternct). The next Held i the Tength of the address (4
bytes for [Pv4), The last feld is a pointer o an array of pointers with each potnter
pointing (0 one of the host addresses (the host can be a multihomed host). See Figure
RENES |

Figure 2404 The hostont sirnciure
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struct  hostent

{
3
char “N_name
char I_aliases - ;
int h_addreype
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char =h_addr_list
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247 SOCKET SYSTEM CALLS

Severa! functions have been defined that can be called by an application program to
communicate with another application program. We introduce some of these in thiy

section for later use in our client-server programs.

Socket

The socket function is used by a process to create a socket. The prototype For this func-
ton is given in Figure 2413, The family. type, and protocol fields were defined in Fig-
ure 24k For TCP/P. the value of family is the constant AF_INET. The value of type as
used in this chapter is either the constant SOCK_STREAM (used by stream sockets) or
SOCK_DGRAM (used by datagram sockets).

Figure 24.13  Declaration for socket funetion

int socket (int family | inttype | int protocol) .

T | I

AF_INET SOCK_DGRAM 0
SOCK_STREAM

[ Returns a socket descriptor if successful;—1 if error. ’

Although this function creates a socket, it sets values for only the first three lields
(Farnily. type. and protocol) of the socket structure. The other fields are set by the other
functions or by the operating system. as we will discuss later.

The function returns an integer called the socket descriptor, which uniquely
defines the created socket if the creation is successful. [t returns —1 if there is an error.
The socket descriptor is used by other functions to refer to the socket.

Bind

The bind function binds a socket to a local socket address by adding the local socket
address to an already created socket. The prototype is given in Figure 24.16.

Figure 24.16  Declararion for bind function I
i

int bind (intsockfd . const struct sockaddr_in *localaddr , int localaddrien)’
;

H H
i . . |
1 Rewrns O if successtul: ~1 if error. |
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ckid is the socket descriptor returne by the socket function: localadd r is a

pointer o the sockes address of the local machine: and locaiaddsion is the length OF the
local socket address.

To use this function. the client needs first to call the socket function in order ro Use
the returned value ay the socket descriptor, The function sets values for the focal socket
address. Note that this function is not usually called by the client. In 4 client, the infor-
mation ubout the local socket address i usually provided by the operating system. This
function returns an integer. O for success and =! torany error,

Connect

‘The connect function is used by a process tusually a client) to establish an active con-
nection Lo a remote process tnormally a server). The prototype is given in Figure 24,17,

Figure 24,17 Declaration for connect function

int connect ( intsockfd | const struet sockaddr _in ververaddr int serveraddrien ) R

Returns 0 if successtul: -] iff error,

Sockfd is the socket descriptor returmed by the socket Function: serveraddr iy a
pointer to the remote socket address: and serveraddrien i the length of that address,

To use this Function, the client needs frst to call the socket Function in order to Use
the returned value as the socket descriptor. This function sets values for the remote
socket address. The local socket address is either provided by the bind Function or set
by the operating system. The Function returns an integer. O for success and —| for any
erTor,

Listen

The listen Function |y called only by the TCP server It creates a passive socket from an
unconnected socket, Before calling the listen function. the socket must already be cre-
ated and the Tocal socket address felds set. This function informs the operating system
that the server iy ready to accept connection through this socket, Figure 2418 shows
the prototype.

Figure 24.18 Declaration for listen funcrion

int listen fintsockfd . int backlog

| Retums 0 if sucesssful: - if error. |
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Sockpd is the socker deseriptor returned by the socket function: hackiog is the num.
ber ol requests that can be queued for this connection. This Function returns an nteger,
0 for success and ~1 for any error,

Accept

The accept Function is called by a TCP server to remove the st connection request
from the corresponding queue. [f there are no requests (the queue is empty). the acee
function is put to sleep. The prototype is given in Figure 24,19,

Figure 2419 Declaration fir aceept Junction !

=

int aceept (intsockfd . const struct sockaddr_in #clientaddr | int *clientaddrien) -

Returns o socket deseriptor i suceessfuly =1 if error.

Sockfd is the socket descriptor: elientaddr is the pointer to the address of the elient
that has requested the connection: and clientadddrlen is a pointer to the clicnt address
length. Note that the socket address is not passed to the function but is returned From it
The length. however. is passed to the function as a value: it is also returned as a result.

This function actually creates a new socket (child socket) that can he used hy a
child server to connect w the client. All of the information needed for & new socket is
provided by the operating system. The return value is the new socket descriptor.

Sendto

The sendto function is used by a process using UDP to send a message o another pro-
cess usually running on a remote machine. The prototype is given in Figure 24.20.

Figure 24.20  Declaration for sendto funceion

intsendto (intsockfd . const void *buf . int butlen . int flags .
const struct sockaddr_in Ftoaddr | int toaddrien)

Returns aumber of bytes sent if successtul: -1 if error.

Suckyd 1s the socket descripror: buf'is a pointer to the butfer holding the message 10 i
be sent: buflen defines the length of the buffer: and the Augs field specifies put-of- -band
data or lookahead messages. Normally it is set © Z810. Toaddr is a poineer 10 1
address of the recziver and waddrien is the length of the socker address.
returns the number of characters sent if there is no arror and —1 otherwise.

i
i
i




SECTION 247 SOCKET SYSTEM CALLS 611

Reevfrom

The reevfrom function exaaces the nexe message that arrives at a sacket. [t also extruets
the sender's socket address, Ta this way, the process that uses this function can recor
the socket address and ase iLto send g teply back o the sender. 1t s used mostly by
UDP process. The prowtype is given in Figure 2421

Figure 24.21 Declareation jor Fecvitem fincrion
— T

int reevfrom (jng sockfid | const void “haf it buflen . ing Jlags
couststruct sockadde_in *fromaddr N romaddrlen )y -

f Returns number of bytes received i successtul: =1 if error T
S |

Sockfid is the sockel descriptor: hyfis a pointer to the buffer where the message will
he stored: buflen defines the tength of the buffer: and the flugs Held specilies out-of-
band data or lookahead messages. Normally it is set (o zero, Fromaddr is a pointer 1o
the socket address of the sender.and frenmaddrlen is o pointer w the tength of the socket
address. The function refuras the number of characters received if there is no error ang
~1 otherwise. Note that the socket address is not passed (o the function. it jy retuened
fronmvic [t can be used by the process 1o respond to the remorte process. The length,
however, is passed as o value and is also retwmed as o result.,

Read

The read function is used by w process to receive daig from another process running on
dremote machine. This Function assumes that there is already an open connection
between (wo machines: therefore, it can only be used by TCP processes. The prowtype
15 given in Figure 2420,

Figure 24.22 Declaration for read finetio

int read int sackfd . const void “huf int buflen )

|
| Rewrns number of bytes read if successtul: () forend of file: =1 if error
S

]

Sockfd is the socket descriptor: hufis a pointer to the buffer where dara will be
stored: and huflen is the length of the butfer, Thig function returns the number of hyres
received (readi if successtuj. () i an end-of-file condition is detected. and =1 if there Is
an error.
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Write

The write function is used by a process to send data to another process running on g
remote machine. This Function assumes that there is already an open connection
hetween two machines. Therefore. it can only be used by TCP processes. The prowivpe
is wiven in Figuee 24.23.

Figure 24.23  Declaration forwrite function

i

int write (int sockfd . const void *buf  inthuflen ).

Returns number of bytes written it successfuli=~1 iferror,

Sockfd is the socket descriptor: buf'is a pointer to the buffer where data to be sentis
stored: and huflen is the length the buffer. This function returns the number of bytes
sent (written) if successtul and =1 if there is an crror.

Close
The close function is used by a procesy o close a socket and terminate o TCP connee-
tion. The prototype is given in Figure 24.24.

Figure 24.24  Declaration for close function

int close intsockfd )

Returns O if successtuli—~1 if error.

The socket descriptor is not valid after calling this function. The socket returns
integer. O for success and —1 for error.

24.8 CONNECTIONLESS ITERATIVE SERVER

[n this section. we discuss connectionless. iterative client-server communication usti
UDP and datagram sockets. As we discussed in Chupter 14 @ server that uses UDF ©
usuallv connecticnless i[er"[i"e Tx‘s means that the sarver serves one reguest at aume.
rver gets the request ¢ | in a datagram from UDP. processes the request and

: client. The server pavs no atenton © the
nt or from mary
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1sing

could all be from one cli

one by one ! in

<

order of ar:'i‘.'al.



